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1. O r g a n i z a t i o n a l  S t r u c t u r e
2 . P S  S e r v i c e s  &  P o l i c e  R e f o r m
3 . C u r r e n t  S t a t u s  o f  I n f o r m a t i o n  
C o m m u n i c a t i o n

4 . T h e  G o l d e n  S h i e l d  P r o j e c t
5 . C h a l l e n g e s  o f  t h e  I n d u s t r y

A g en d a
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M in is try of Public Security
Bureau 1 (D o m es ti c  S ec uri ty  P ro tec ti o n  Bureau),   Bureau 2 (E c o n o m i c  C ri m es  I n v es ti g ati o n  Bureau),   
Bureau 3 (P ub l i c  S ec uri ty  M an ag em en t Bureau),   Bureau 4  (Bo rd er C o n tro l  Bureau),   Bureau 5 (C ri m i n al  
C ri m es  I n v es ti g ati o n  Bureau),   
Bureau 6  (Bo rd er E n try  &  E x i t A f f ai rs  Bureau),   Bureau 7  (F i ref i g h ti n g  Bureau),   Bureau 8  (S ec uri ty  
G uard  Bureau),   
Bureau 9 (C en tral  G o v .  S ec uri ty  G uard  Bureau),   Bureau 10 (P S  Bureau o f  th e M i n i s try  o f  R ai l w ay s ),   
Bureau 11 (P ub l i c  I n f o rm ati o n  &  N etw o rk  S ec uri ty  S up erv i s i o n  Bureau),   Bureau 12 (A c ti o n  &  
T ec h n o l o g y  Bureau),   
Bureau 13 (J ai l s  M an ag em en t Bureau),   Bureau 14 (P S  Bureau o f  th e M i n i s try  o f  C o m m un i c ati o n s ),   
Bureau 15  (P S  Bureau o f  C A A C ),   Bureau 16 (P S  Bureau o f  th e N ati o n al  F o res try  A d m i n i s trati o n ),   
Bureau 17  (T raf f i c  A d m i n i s trati o n  Bureau),   Bureau 18  (L eg al  A f f ai rs  Bureau),   Bureau 19 (F o rei g n  
A f f ai rs  Bureau),   
Bureau 2 0  (E q ui p m en t &  F i n an c i al  Bureau),   Bureau 2 1 (A n ti -N arc o ti c s  Bureau),   Bureau 2 2 (S c i en c e &  
T ec h n o l o g y  Bureau),   
Bureau 2 3  (I n f o rm ati o n  &  C o m m un i c ati o n  Bureau),   Bureau 2 4 (S m ug g l i n g  C ri m es  I n v es ti g ati o n  
Bureau)
T h e M i n i s try  o f  P ub l i c  S ec uri ty  h as  b ureau l ev el  o rg an i z ati o n s  i n c l ud i n g  th e G en eral  O f f i c e,   P o l i c e 
A f f ai rs  S up erv i s i o n ,   P ers o n n el  &  T rai n i n g ,   P ub l i c i ty ,  D o m es ti c  S ec uri ty  P ro tec ti o n ,   E c o n o m i c  C ri m es  
I n v es ti g ati o n ,   P ub l i c  S ec uri ty  M an ag em en t,   Bo rd er C o n tro l ,   C ri m i n al  C ri m es  I n v es ti g ati o n ,   Bo rd er 
E n try  &  E x i t,   F i ref i g h ti n g ,   S ec uri ty  G uard ,   P ub l i c  I n f o rm ati o n  &  N etw o rk  S ec uri ty  S up erv i s i o n ,   J ai l s  
M an ag em en t,   T raf f i c  A d m i n i s trati o n ,   L eg al  A f f ai rs ,   F o rei g n  A f f ai rs ,   E q ui p m en t &  F i n an c e,   A n ti -
N arc o ti c s ,   S c i en c e &  T ec h n o l o g y ,   an d  I n f o rm ati o n  &  C o m m un i c ati o n .  
T h e P S  b ureaus  o f  rai l w ay ,   traf f i c ,   c i v i l  av i ati o n ,   f o res try , an d  s m ug g l i n g  c ri m es  i n v es ti g ati o n are 
i n c l ud ed  i n  th e M i n i s try  o f  P ub l i c  S ec uri ty ,  b ut are s ub j ec t to  th e d ual  l ead ers h i p  o f  th e res p ec ti v e 
g o v ern i n g  auth o ri ti es  an d  th e M i n i s try  o f  P ub l i c  S ec uri ty .  
����C h i n a us ed  to  treat terro ri s t c as es  as  s eri o us  c ri m i n al  c as es  i n th e p as t,  s o  s uc h  c as es  w ere m ai n l y  
h an d l ed  b y  th e c ri m i n al  af f ai rs  p o l i c e,  an d  th e f i rs t s ec ti o n /un i t o f  th e P S  b ureaus  at d i f f eren t l ev el s  
(O f f i c i al l y  c al l ed :  D o m es ti c  S ec uri ty  P ro tec ti o n  S ec ti o n /U n i t,  w h i c h  f o rm erl y  k n o w n  as  P o l i ti c al  S ec uri ty  
P ro tec ti o n  S ec ti o n /U n i t) w as  res p o n s i b l e f o r i n tel l i g en c e s up p o rt����
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B eij in g  M un icip a l Public Security B urea u

1 . Cr iminal Inv estig ation B r ig ade
2 . F ir efig h ting  B u r eau
3 . State Secu r ity P r otection B r ig ade
4 . P S B r ig ade
5 . P op u lation M anag ement Section
6 . A ction &  T ech nolog y Section
7 . O ffice of T ech nical M easu r es for  Secu r ity P r otection
8. Cu ltu r e P r otection Section
9 . P atr ol P olice B r ig ade
1 0 . P u b lic T r ansp or tation Su b -b u r eau
1 1 . Secu r ity G u ar d B u r eau
1 2 . Secu r ity P r otection Section
1 3 . Inter nal Secu r ity P r otection B u r eau
1 4 . B or der  E ntr y &  E x it A dministr ation Section
1 5 . E conomic Inv estig ation Section

1 6 . A nti-r iot &  Secu r ity D etection Section
1 7 . T r affic A dministr ation
1 8. Su p er v ision Section
1 9 . H eadq u ar ter s of th e b u r eau
2 0 . Infor mation Center
2 1 . M onitor ing  Center
2 2 . Command Center
2 3 . A nk ang  H osp ital
2 4 . P u b lic Secu r ity H osp ital
2 5 . P olice A cademy
2 6 . T h e Second P olice Sch ool
T h e Cr iminal Inv estig ation B r ig ade ( T h e 

SW A T  T eam) :   R ecr eated on th e 
b asis of th e for mer  Cr iminal 
Inv estig ation Section, P r e-
inter r og ation Section, A nti-N ar cotics 
Section and SW A T  T eam  of th e 
B eij ing  M u nicip al P u b lic Secu r ity 
B u r eau  
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It is under the leadership of the Beijing Municipal Public 
S ecurity  Bureau,  has 2 2  business sections &  offices,  and 
has traffic detachm ents ( brigades)  in 1 8  districts 
( counties) ,  the C apital A irport,  and the Y iz huang 
E conom ic D ev elopm ent Z one

B eij in g  T ra ffic M a n a g em en t B urea u
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Beijing Fire Fighting Bureau
T he Beijing Fire Fighting Brigad e o f  the C hines e P eo p l e’s  A rm ed  P o l ic e
Beijing P ub l ic  S ec urity  Bureau Fire Fighting Brigad e
T he Fire Fighting Bureau has  f o ur units :  T he C o m m and  O f f ic e,  the 
P o l itic al  U nit,   the L o gis tic s  U nit,  and  the Fire P rev entio n U nit
T he f o ur units  has  2 9  b us ines s  s ec tio ns /o f f ic es  and  3 d irec t 
s ub o rd inate o rganiz atio ns —the G uid ing Brigad e,  the H o s p ital  and  the 
T raining C enter ( no  o f f ic ial  s taf f  treatm ent y et)
T he entire c ity  has  a to tal  o f  44 d etac hm ents

B eij in g  F ire F ig htin g  B urea u
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B eij in g  B ord er C heck  Sta tion

In May 1988, B e i j i ng  B o r d e r  C h e c k  S t at i o n and  t h e  B o r d e r  C o nt r o l  B u r e au  o f  t h e  B e i j i ng  Mu ni c i p al  P u b l i c  S e c u r i t y B u r e au  w e r e  m e r g e d  
t o  b e c o m e  a s i ng l e  o r g ani z at i o n, w h i c h  w as  c al l e d  t h e  B o r d e r  C o nt r o l  B u r e au  o f  t h e  B e i j i ng  Mu ni c i p al  P u b l i c  S e c u r i t y B u r e au  i nt e r nal l y 
and  B e i j i ng  B o r d e r  C h e c k  S t at i o n e x t e r nal l y.
In J an 1, 1998, i n ac c o r d anc e  w i t h  t h e  A p p r o v al  O p i ni o ns  o f  t h e  S t at e  C o u nc i l  o n t h e  P i l o t  R e f o r m  o f  t h e  P r o f e s s i o nal i z at i o n o f  B o r d e r  
C h e c k  i n N i ne  C i t i e s  Inc l u d i ng  B e i j i ng , o n t h e  b as i s  o f  t h e  B o r d e r  C o nt r o l  B u r e au  o f  t h e  B e i j i ng  Mu ni c i p al  P u b l i c  S e c u r i t y B u r e au , t h e  
B e i j i ng  E nt r y &  E x i t  B o r d e r  C h e c k  S t at i o n w as  s e t  u p , d i r e c t l y r e p o r t i ng  t o  t h e  E nt r y &  E x i t  A d m i ni s t r at i o n B u r e au  o f  t h e Mi ni s t r y o f  
P u b l i c  S e c u r i t y.  
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Border check stations in Zhang Guizhang, Tanggu, 
N anj iang, and D onggang
M arine P ol ice Branch
Guiding Brigade
Border C ontrol  Branch
S ince 19 9 8 , the f ocus of  the Border C ontrol  Brigade 
has b een shif ted to:  
F ighting cross-b order crim inal  activ ities such as 
il l egal  im m igration, sm uggl ing, and traf f ickering of  
w eap ons and drugs

T i a n j i n  P u b l i c  S e c u r i t y  B o r d e r  C o n t r o l  B r i g a d e
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Different Organizations
G ras s -ro o t P S  o rg an i z ati o n s :  
L o c al  p o l i c e s tati o n s ,  c ri m i n al  p o l i c e un i ts  i n  c h arg e o f  s p ec i f i c  areas ,  p o l i c e af f ai rs  s tud i o s (s tati o n ),  f i ref i g h ti n g  

b ri g ad es ,  traf f i c  team s (ac c i d en ts  s ec ti o n s ,  l aw  en f o rc em en t s tati o n s ),  v eh i c l es  ad m i n i s trati o n  o f f i c es ,  p atro l  
p o l i c e s q uad s ,  s ec uri ty  p o l i c e s q uad s

S ec uri ty  p ro tec ti o n  c o un c i l s  o f  to w n s ,  j o i n t s ec uri ty  p ro tec ti o n s q uad s  i n  rural  areas ,  s ec uri ty  c h ec k  s tati o n s ,  b o rd er 
c h ec k  s tati o n s

L o c al  p o l i c e s tati o n s :  l o c al  p o l i c e s tati o n s  f o r s ec uri ty / l o c al  p o l i c e s tati o n s  f o r h o us eh o l d  reg i s trati o n (c an  al s o  i n  
c h arg e o f  s ec uri ty ) /p o l i c e s tati o n s  i n  b o rd er areas (p o p ul ati o n ,  s ec uri ty )   

C o m m un i ty  p o l i c e s erv i c e:  c o m m un i ty  p o l i c e,  s ec uri ty  p o l i c e,  i n tern al  af f ai rs  p o l i c e
L o c al  p o l i c e s tati o n s :  3 0  th o us an d ;  2 5 0 0  i n  J i an g s u p ro v i n c e
Bo rd er c o n tro l  b ri g ad e,  d etac h m en ts ,  b o rd er c h ec k  s tati o n s ,  b o rd er w o rk s tati o n s ,  an d  b o rd er p o l i c e s tati o n s
Bri g ad e (f i ref i g h ti n g ,  traf f i c  p o l i c e,  p atro l  p o l i c e,  c ri m i n al  p o l i c e,  p ub l i c  s ec uri ty ,  an ti -n arc o ti c s ,  ec o n o m i c  

i n v es ti g ati o n ,  ac ti o n  tec h n o l o g i es ) /b ran c h  s q uad s  /d etac h m en ts  (b attal i o n s  o r c o m p an i es )
C us to d y  s tati o n s ,  j ai l s  (1-6  m o n th s ),  s ec uri ty  c us to d y  s tati o n s ,  reh ab i l i tati o n  c en ters  f o r d rug s  us ers ,  f o rc ed  c us to d y  

&  ed uc ati o n  c en ters ,  an d  A n k an g  H o s p i tal s
L aw  en f o rc em en t:   p ri s o n s (0 . 5 -2 0  y ears ),  f o rc ed  l ab o r (1-3  y ears ) 
C i v i l  af f ai rs :   f o rc ed  c us to d y  an d  rep atri ati o n  c en ters
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PS in  D ifferen t I n d us tries

• R a ilwa ys
• T ra n s p orta tion
• C ivil A via tion
• F ores try
• Sm ug g lin g  C rim es  I n ves tig a tion  B urea u



111111Cisco ConfidentialCisco Systems,  Inc. Confidential© 2 0 0 2 ,   C i s c o  S y s t e m s ,   I n c .  A l l  r i g h t s  r e s e r v e d .

T he Politica l &  L eg a l A ffa irs  C om m is s ion

• T he P o l itic al  &  L egal  A f f airs  C o m m is s io n ( integrated  m anagem ent o f f ic e,  
p o p ul atio n o f f ic e,  o f f ic e f o r f ighting agains t s m uggl ing,  and  anti-narc o tic s  
o f f ic e)  
• P S ,  p ro c urato rate,  c o urt,  juris d ic tio n,  and  s ec urity  autho rities hav ing the 
l aw  enf o rc em ent p o w er
•5  s ub o rd inate o rganiz atio ns :  c o urt,  p ro c urato rate,  p ub l ic  s ec urity b ureau,  
l egal  af f airs  b ureau,  and  c iv il  af f airs  b ureau
P ub l ic  s ec urity ,  p ro c urato rate,  c o urt,  l egal  af f airs ( p ris o ns ) ,  natio nal  
s ec urity ,  and  arm ed  p o l ic e
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1. S ec urity  p o l ic e 
2 . H o us eho l d  

regis tratio n 
p o l ic e 

3. C rim inal  p o l ic e 
4. T raf f ic  p o l ic e 
5 . Fo reign af f airs  

p o l ic e 
6 . E c o no m ic  

inv es tigatio n 
p o l ic e 

7 . A nti-narc o tic s  
p o l ic e 

8 . I nternet p o l ic e 
9 . A nti-rio t p o l ic e 
10 . L egal  p o l ic e 
11. P ris o n p o l ic e 

Police V a rieties  of the Public Security Sys tem

1. A rm ed  p o l ic e 
2 . Bo rd er p o l ic e 
3. Firef ighting p o l ic e 
4. S ec urity  guard  p o l ic e 
5 . R ail w ay  p o l ic e 
6 . A nti-s m uggl ing p o l ic e 
7 . Nav igatio n p o l ic e 
8 . C iv il  av iatio n p o l ic e 
9 . Fo res t p o l ic e 

1. S p ec ial  p o l ic e 
2 . W ater p o l ic e
3. T raf f ic  &  p atro l  

p o l ic e
4. A ir p o l ic e 
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Category one, internal security protection force: und er th e d irect lead ersh ip of th e h ead  
office of th e arm ed  police
1 4  m ob ile d iv isions: cod e-nam ed  8 6 1 0 ,  8 6 2 0 ,  8 6 3 0 ,  8 6 4 0 ,  8 6 5 0 ,  8 6 6 0 ,  8 6 7 0 ,  
8 6 8 0 ,  8 6 9 0 ,  8 7 1 0 ,  8 7 2 0 ,  8 7 3 0 ,  8 7 4 0 , and  8 7 5 0 .  

Category tw o, und er th e d ual lead ersh ip of related  gov erning agencies of th e S tate Council 
and  th e h ead  office of th e arm ed  police
T h e gold  force, th e h yd ro-electric force, th e transportation force,  and  th e forest force

Category th ree, und er th e lead ersh ip of th e pub lic security auth ority
T h e b ord er force:  T h e b ord er control b ureau ad m inisters b ord er ch eck , b ord er patrol, and  
sea-b ased  sm uggling control
T h e firefigh ting force:  U nd er th e ad m inistration of th e firefigh ting b ureau, im plem enting fire 
prev ention and  fire figh ting task s
T h e security guard  force:  U nd er th e ad m inistration of th e security guard  b ureau, 
responsib le for th e security guard  of th e P arty and  state lead ers, m ain prov incial &  city 
lead ers, as w ell as th e v isiting foreign d ignitaries

T he arm ed police has eight v arieties of police forces in 
three categories
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1. 6 0  m il l io n p o l ic e,  10 . 8 6  p er ten tho us and  p eo p l e;  35  p er ten 
tho us and  p eo p l e in d ev el o p ed  c o untries
L o c al  p o l ic e s tatio ns :      38 0  tho us and
T raf f ic  p o l ic e:          M o re than 2 0 0  tho us and , 1. 2  traf f ic  p o l ic e/
k il o m eter o f  highw ay
C rim inal  p o l ic e:          15 0  tho us and
Firef ighting p o l ic e ( arm ed  p o l ic e) :       12 0  tho us and
P atro l  &  anti-rio t p o l ic e s q uad s :  8 0  tho us and ; the “110 ” p o l ic e is  
res p o ns ib l e f o r b o th anti-rio t tas k s  and  p atro l l ing
I nf o rm atio n &  c o m m unic atio n p o l ic e:     16 , 0 0 0
C o nf id ential  s taf f :     10  tho us and
G uangd o ng:  12 0  tho us and J iangs u:  7 0  tho us and Beijing:  30  
tho us and

Overview of the Police F orce N a tion wid e
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O v er  th e p ast 2 0  year s, mor e th an 6  th ou sand p olice officer s died at w or k  and 
1 0 0  th ou sand w er e inj u r ed acr oss th e cou ntr y. 
“T h er e is b lood sh edding  ev er y moment, and th er e is sacr ifice ev er yday”
T h e fr ontline p olice officer s w or k  1 1  to 1 5  h ou r s a day on av er ag e
In 2 0 0 1  mor e th an 4 5 0  p olice officer s died at w or k  in Ch ina, w h er eas th e 
nu mb er  w as j u st 2  in J ap an in th e same year  
In 2 0 0 1 , among  th e 4 5 8 died, 1 4 8 died at w or k  du e to long -time ov er w or k , 
accou nting  for  3 3 .4 % ;  6 8 died of attack  fr om cr iminals;  2 0 4  died of tr affic 
accidents, accou nting  for  4 6 % ;  and 3 8 died in th e p r ocess of p u r su ing  
cr iminals
T h e p er centag e of p olice in th e total p op u lation is th e low est for  th e Ch inese 
p olice, th eir  salar y is also th e low est in th e w or ld, b u t th eir  w or k load is th e 
b ig g est in th e w or ld

Overview of the Police F orce N a tion wid e
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O p p o r t u n i t i e s  f o r  C i s c o :  L e v e l s  1,  2 ,  3  a n d  4
N e t w o r k s

• Traffic management
• F irefigh ting
• B o rd er co ntro l
• L egal  affairs  netw o rk
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L ia on in g  B ord er C on trol N etwork
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1 . Org a n iz a tion a l Structure
2 . PS Services  &  Police R eform
3 . I n form a tion  &  C om m un ica tion  Sta tus
4 . T he G old en  Shield  Proj ect
5 . C ha llen g es  of the I n d us try

A g en d a
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1 . S ecu r ity  m anag em ent
2 . H ou seh old r eg istr ation m anag em ent
3 . T r affic m anag em ent
4 . L eg al affair s
5 . E conom ic inv estig ation
6 . Cr im inal inv estig ation
7 . B or der  m anag em ent
8 . F ir efig h ting  m anag em ent
9 . 1 1 0  p atr ol p olice
1 0 . N ar cotics confiscation and contr ol

Police Services
1 1 . P olice ser v ice su p er v ision
1 2 . A nti-sm u g g ling  p olice 
1 3 . F or eig n affair s m anag em ent
1 4 . S cience &  tech nolog y  safety
1 5 . B or der  entr y  &  ex it 

m anag em ent
1 6 . Com p laints h andling
1 7 . I nter net m onitor ing  &  

su p er v ision
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• G iv e top  p r ior ity to maintaining  stab ility, and fu r th er  imp r ov e and 
enh ance domestic secu r ity p r otection

• Stick  to th e p r incip le of g etting  tou g h  on th e cr iminals, and 
su b stantially imp r ov e ou r  sk ills and lev els in fig h ting  cr iminal 
activ ities

• F ocu s on th e dev elop ment of th e p u b lic secu r ity p r ev ention &  
p r otection system, and comb ine th e r ig or ou s enfor cement,  r ig or ou s 
contr ol, r ig or ou s p r ev ention, and r ig or ou s manag ement or g anically 
tog eth er
• F u r th er  r efor m and enh ance th e p u b lic administr ation w or k  of th e P S 
system
• R efor m th e P S manag ement systems and p u b lic ser v ice assu r ance 
mech anisms b ased on th e simp lified, u nified, and effectiv e p r incip le

• T h e dev elop ment of th e P ar ty’s system and th e p olice for ce in th e P S 
sector

J ia C hun wa n g    1 1 . 2 0  [ G o v ernm ent S tatem ent o f  
G o al s  b y  J ia C hunw ang]
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• D ev el op ing the p ol ice f orce w ith an aw areness of  
gov ernm ent p ol icy  goal s
• M anaging the p ol ice f orce in accordance w ith l aw
• Buil ding up  the cap acity  of  the p ol ice f orce w ith 
technol ogy :  inf orm ation, crim inal  inv estigation, action
• C ul ture education f or the p ol ice

T h e  F o u r  P r i n c i p l e s  R e l a t e d  t o  P o l i c e  M a n a g e m e n t
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F e a t u r e s  o f  t h e  P S  S e c t o r :  L a w  E n f o r c e m e n t  G o a l

• U n ified  com m a n d
• F a s t rea ction
• C on certed  a ction
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T h r e e  M a j o r  S t r a t e g i e s  f o r  L o c a l  P o l i c e  S t a t i o n s

• I n form a tion  s tra teg y
• C om m un ity p olice s ervice s tra teg y
• Sta n d a rd iz a tion  s tra teg y
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• J inan T raf f ic  P o l ic e:   A  f l ag in the c o untry ’s  P S  s ec to r
“R igo ro us  l aw  enf o rc em ent,  w arm  s erv ic es ”—J iang Z em in
• Z hangz ho u 110 :  
P o l ic e c al l  c o m m and  &  d is p atc hing s y s tem
• Benx i M unic ip al  P ub l ic  S ec urity  Bureau:  
I m p ro v ing the q ual ity  and  c ap ac ity  o f  the p o l ic e f o rc e thro ugh 

internal  ref o rm
T he Fif th S q uad  o f  the traf f ic  &  p atro l  p o l ic e in Y angp u w as  

nam ed  “X iao  Y uq uan D etac hm ent” b y  the S hanghai 
M unic ip al  P ub l ic  S ec urity  Bureau;  res p ec t o nes  jo b  and  
c aring f o r the p eo p l e

R ole M od els  in  the PS Sector 
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Police R eform

1 . C rim inal  inv estigation
2 . T raffic  &  P atrol  P ol ic e
3 . A d m inistration R eform
4 . I ntrod u c e C om m u nity -
b ased  P ol ic e S erv ic es
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R eform  in  C rim in a l I n ves tig a tion
O n J u ne 9 ,  1 9 9 7 ,  th e M inistr y  of P u b lic S ecu r ity  conv ened th e N ational 

W or k ing  Confer ence on Cr im inal inv estig ation in S h ij iaz h u ang ,  H eb ei 
P r ov ince,  and m ade th e decision to initiate r efor m  in cr im inal 
inv estig ation in th e cou ntr y ’s P S  sector

B ased on th e cr im inal p olice sq u ad r esp onsib le for  a sp ecific ar ea
I nv estig ation &  inter r og ation com b ined tog eth er
A ccou ntab ility  sy stem  in cr im inal inv estig ation
N ew  m ech anism s for  cr ack ing  dow n on cr im inal activ ities
Cr im inal inv estig ation infor m ation sy stem
T r aining  for  all th e cr im inal p olice officer s

E nh ancing  th e tech nolog y  aw ar eness,  and p r om oting  th e adop tion of I T  
and oth er  m oder n tech nolog ies in cr im inal inv estig ation activ ities
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R eform  of T ra ffic &  Pa trol Police

I n the p as t,  there w as  o nl y  o ne v ariety  o f  p o l ic e,  there w ere 
to o  m any  l aw  enf o rc em ent p ro c es s es  and  there w as  a 
w as te o f  the p o l ic e f o rc e

“S im p l if y ing the head  o f f ic e,   enric hing the gras s -ro o t,  
im p ro v ing ef f ic ienc y ,  and  enab l ing o ne p o l ic e o f f ic er to  
hav e m ul tip l e s k il l s ”

T he new  traf f ic  &  p atro l  p o l ic e:  o ne p o l ic e w ith m ul tip l e l aw  
enf o rc em ent tas k s ;  im p ro v ed  p o l ic e s erv ic es

I n the p as t:  c rim inal  ac tiv ities  w ere no t ab l e to  b e c rac k ed  
d o w n tho ro ughl y ;  a c as e m ight b e ac c ep ted ,  b ut m ight 
no t b e hand l ed  o r hand l ed  b y  tw o  d if f erent p o l ic e 
team s  at the s am e tim e;  l ac k  o f  ac c o untab il ity  am o ng 
d if f erent p o l ic e team s

S hanghai M unic ip al ity
T iel ing,  L iao ning
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A d m in is tra tion  R eform

• Transp arency  in p ol ice serv ices,  “sunshine 
op eration”

• S im p l if y ing serv ice p rocesses
• R educing interm ediate p rocesses
• S hortening the tim e needed f or a serv ice
• I m p rov ing ef f iciency
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S p ecializ ation:  T h e sig natu r e of th e fir st r ev olu tion in p olice ser v ices
M ar k ed b y  th e m oder niz ation of th e p olice for ce in G r eater  L ondon,  

U K ,  in 1 8 2 9 ,

P r ofessionaliz ation:  T h e cor e at th e second r ev olu tion of p olice ser v ices
M ar k ed b y  th e p r ofessionaliz ation of th e A m er ican p olice at th e end 

of th e 1 9 th  centu r y  and th e b eg inning  of th e 2 0 th  centu r y

E q u ip m ent m oder niz ation:  Ch ar acter istic of th e th ir d p olice r ev olu tion in 
p olice ser v ices

M ar k ed b y  th e m oder niz ation of p olice eq u ip m ent,  th e dr am atic 
im p r ov em ent of th e p olice cap acity ,  and th e em p h asis on q u ick  r eaction in 
E u r op ean and N or th  A m er ican cou ntr ies in 1 9 3 0 -7 0 s
Com m u nity  p olice ser v ices:  T h e cor ner stone of th e fou r th  r ev olu tion in p olice 
ser v ices,  fr om  1 9 7 0 s u ntil today

T h e slog an of th e com m u nity  p olice ser v ices in th e U nited S tates:  
“L et’s cr eate m ir acles tog eth er ”

T he F our R evolution s  in  Police Services
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C om m unity  Police S erv ices:  the Basic D irection of Police 
S erv ice R eform  in D ifferent C ountries T oday

19 9 7 ,  S uz h o u,  S h i j i az h uan g  C o n f eren c es ,  p ro m o ti o n
M ar,  2 0 0 2 ,  H an g z h o u,  C o n f eren c e o f  L o c al  P o l i c e S tati o n s ,  th ree m aj o r s trateg i es
Bef o re th e en d  o f  2 0 0 4 ,  i n  m aj o r c i ti es  aro un d  th e c o un try ,  o n e p o l i c e o f f i c er i s  res p o n s i b l e f o r th e 

l o c al  ad m i n i s trati o n  [ o f  l aw  en f o rc em en t]   f o r 10 0 0  h o us eh o l d s  o r 3 0 0 0  p eo p l e;  o n e p o l i c e 
o f f i c er i n  o n e c o m m un i ty  o r s ev eral  p o l i c e o f f i c ers  i n  o n e c o m m un i ty ;  p o l i c e s erv i c e s trateg y :  
b as ed  o n  p rev en ti o n  an d  f o c us ed  o n  el i m i n ati n g  th e ro o t c aus es  o f  c ri m es  

W o rk i n g  g o al :  
L o w  c ri m es ,  g o o d  s o c i al  o rd er,  s tab l e s o c i ety ,  an d  s ati s f ac ti o n  o f  th e p ub l i c
T o  ev en tual l y  real i z e th e s h i f t o f  p o l i c e w o rk :
F ro m  en f o rc em en t to  p rev en ti o n ,   
F ro m  b ei n g  p as s i v e to  b ei n g  p ro ac ti v e,   
A n d  f ro m  b ei n g  ad m i n i s trati o n -o ri en ted  to  b ei n g  s erv i c e-o ri en ted
L uo  F en g ,  V i c e M i n i s ter,  M i n i s try  o f  P ub l i c  S ec uri ty ,  N o v em b er 2 5 ,  N an j i n g ,  I n tern ati o n al  W o rk s h o p
I n  th e f uture,  th e M i n i s try  o f  P ub l i c  S ec uri ty  w i l l  f urth er i n c reas e ef f o rts  to  ref o rm  p o l i c e s erv i c es  i n  

c o m m un i ti es ,  to  b e b as ed  i n  c o m m un i ti es ,  to  s erv e th e c o m m un i ti es ,  to  o p ti m i z e p o l i c e f o rc e 
arran g em en t,  to  reg ul ate p o l i c e o p erati o n ,  an d  to  g rad ual l y  c reate a m ec h an i s m  f o r 
c o m m un i ty  p o l i c e s erv i c es  o p erati o n  th at i s  i n  l i n e w i th  th e m an ag em en t s y s tem  o f  th e n ew  
ty p es  o f  c o m m un i ti es
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• Patrol v ehicles,   fix ed posts,  and m obile posts
• Points ( police posts,  police offices)  
• L ines ( patrol lines)  
• A reas ( com m unities)  

2 4 X 7  Police Services
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• T ren d s
• I n d us try H ots p ots
• Service A s s ura n ce ( B W ,  Q oS/ Security)  

Op p ortun ities  for C is co
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1 . Org a n iz a tion a l Structure
2 . PS Services  &  Police R eform
3 . C urren t s ta tus  of I n form a tion  &  
C om m un ica tion

4 .  T he G old en  Shield  Proj ect
5 .  C ha llen g es  of the I n d us try

A g en d a
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I n f o r m a t i o n  S y s t e m  S t a t u s :  W i r e d  C o m m u n i c a t i o n  N e t w o r k  f o r  T e l e p h o n e  ( 1)  

H ead  o f f ic e o f  the M inis try :   S iem ens  35 0 ,  4 E 1 rel ay  l ines  and  15 0  E & M  
rel ay  l ines ,  w ith s atel l ite l ine s erv ing as  the b ac k up  l ine f o r the p rim ary  
netw o rk

• P rim ary  netw o rk :  3-6  l ines
• P rim ary  netw o rk :  1-4 l ines
• T ertiary  netw o rk :  1-3 l ines

• L o ng-d is tanc e tel ep ho ne,  tel e-c o nf erenc ing,  tex t f ax ,  p ho to  f ax ,  
p as s w o rd -p ro tec ted  tel egram
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I n f o r m a t i o n  S y s t e m  S t a t u s :  W i r e d  C o m m u n i c a t i o n  N e t w o r k  f o r  D a t a ( 2 )  

M ainl y  rel y ing o n the d igital  l ines  rented  f ro m  C hina T el ec o m  and  
the c o m m unic atio n arm  o f  the H ead q uarters  o f  the G eneral  S taf f  
o f  the P L A ,  s up p o rted  b y  the ex c l us iv e s atel l ite c hannel s  f o r 
p ub l ic  s ec urity  

P rim ary  netw o rk :  N* 2 M   ( 1����N����3)  
I nf o rm atio n C enter o f  the M inis try :  tw o  units  o f  C I S C O  7 5 0 7
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C urren t Situa tion  of I n form a tion  Sys tem :  
C on fid en tia l C om m un ica tion  ( 3 )  

E ncr y p tion W or k  S teer ing  G r ou p  of M inistr y  of P u b lic S ecu r ity  
(Confidential A ffair s B u r eau of G ener al O ffice of th e S tate Cou ncil)  
A ll lev els h ig h er  th an r eg ion-city
A ll cou nties ex cep t for  T ib et
L ev el 1  and 2  netw or k s:  E ncr y p ted com m u nication netw or k  for  cor e 
encr y p ted fax
L ev el 3  netw or k :  E ncr y p ted com m u nication netw or k  for  com m on 
encr y p ted fax
M inistr ies,  p r ov ince (au tonom ou s r eg ion and m u nicip als)  and “T w o 
O ffices”

I nter nal p r otection,  b or der  g u ar d,  b or der s insp ection and g u ar d
E ncr y p ted com m u nication:  life line,  secu r ity  line and com m and line
M illions of encr y p ted teleg r am  and m essag es p er  y ear
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C urren t Situa tion  of I n form a tion  Sys tem :  
W ireles s  a n d  M obile C om m un ica tion  ( 4 )

D istr ib u ted mob ile netw or k :  3 0 K M    F ix ed p oint link  netw or k ,  E mer g ency Command N etw or k :   
1 0 0 K M  

B and dedicated for  P u b lic Secu r ity System:  
V H F -D ,  S:   B and for  1 5 0 M  netw or k
U H F -P :   B and for  3 6 0 M  netw or k
U H F -E :   4 6 0 M  link  fr eq u ency, b and for  su p p lementar y netw or k
U H F :   B and for  80 0 M  netw or k
• B asic 1 5 0 M  for  p u b lic secu r ity:  p ag ing  inter fer ence is sev er e, still b eing  u sed in some 

small city and cou nties as w ell as in r u r al ar eas
R emote ar eas:  sh or t-w av e netw or k , cer tain p u b lic secu r ity or g ans:  p ag ing  system
• F u nctional 3 6 0 M  for  p u b lic secu r ity:  g u ar d, tr ansp or tation and reconnaissance, small in 

nu mb er
• A u tomatic G A 1 7 6  for  p u b lic secu r ity ( enh ancement to M P T -1 3 2 7 )   
O v er  3 0 0  3 6 0 M  b ase station;   ov er  2 0 0 0  ch annels;  ov er  80 0 0 0  sets of mob ile dev ices
Shanghai: TETRA Digital Cluster

CD P D , G P R S
Issu e:  M ob ile data tr ansmission and inter netw or k ing
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C urren t Situa tion  of I n form a tion  Sys tem :  
I m a g e C om m un ica tion  ( 5 )  

TV  m onitoring sy stem :  
Beij ing cam eras:  4 0 0 0 , b etw een:  16 -w ay  sw itching
P ub l ic security :  5 0 0   Traf f ic adm inistration:  10 0 0  
A irp ort:  2 0 0 0  W est R ail w ay  S tation:  2 0 0  Beij ing S tation:  

2 0 0
1-core op tical  f ib er 8  signal  inp uts
V ideo and audio conf erence sy stem :  
H.320 from ZTE 
U s i n g  s a t e l l i t e  c ommu n i c a t i on  p l a t form for p u b l i c  s e c u ri t y
S h a n d on g :  V TEL  H.320
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C urren t Situa tion  of I n form a tion  Sys tem :  
Sa tellite C om m un ica tion  ( 6 )  

Joint Communication Network of Ministry of Public 
S ecurity and  Ministry of S tate S ecurity
U se K u band  
T ransp ond er band wid th :  2 7  M
S up p ort 1 6 k v oice,  9 . 6 k fax  and  in-band  d ata
Point-to-p oint transp arent d ata transmission from 
9 . 6  to 6 4 k
B road cast and  imag e transmission abov e 2 M
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C u r r e n t  S i t u a t i o n  o f  I n f o r m a t i o n  S y s t e m :  M i c r o w a v e  a n d  S h o r t  w a v e  C o m m u n i c a t i o n  ( 7 )  

Microwave communication: 
G uang d ong : E rics s on 8 0 0 M
J iang s u,   H enan: H arris  2 G
S h ort wave communication: 
R emote mountainous  areas
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C u r r e n t  S i t u a t i o n  o f  I n f o r m a t i o n  S y s t e m :  110  A l a r m i n g ,  C o m m a n d i n g  a n d  S c h e d u l i n g  C o m m u n i c a t i o n ( 8 )

N etw orking of  al arm ing sy stem s:  
110 , 119 , 12 2
I m p ortant p l aces
K ey  v enues
R esidence com m unities in cities, etc.  
C om m anding C om m unication and S chedul ing 

S y stem :  
W irel ine, w irel ess, satel l ite and com p uter, etc.  
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C urren t Situa tion  of I n form a tion  Sys tem :  E m erg en cy C om m un ica tion ( 9 )  

C om m unication A ssurance in the ev ent of  em ergency
Tem p orary  netw orking ( w irel ess)  
Transceiv er station,  m ob il e com m unication v ehicl e ( GP S  
p ositioning)  
I n v ehicl es, airp l anes and ship s, etc.   S et com m and p ost in 
b attl e areas
A  w ide range of  interf aces:  E & M , E 1, R J 11, R J 4 5 , V . 3 5
C om m on ( 15 0 M ) , cl ustered ( 3 6 0 M ) , V S A T, integrated 
com m unication
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H ig h  lev el of ap p lication in S ecu r ity ,  cr im inal inv estig ation,  tr affic adm inistr ation,  
b or der  entr y  &  ex it adm inistr ation

B y  2 0 0 1 :  
O v er  3 0 0 0 0  local p olice stations ach iev ed com p u ter -b ased p op u lation infor m ation 
m anag em ent
N ear ly  1 . 1  b illion p er sons h av e b een r eg ister ed in com p u ter  sy stem
I nfor m ation of ov er  6 0 0  m illions p er sons in 2 5 5  cities is av ailab le on w eb  site of 
M inistr y  of P u b lic S ecu r ity
A b ou t 1 7 0 0 0 0  escap ed cr im inals w er e ar r ested in 1 9 9 9  th r ou g h  “O nline Cr im inal 
P u r su ing "

W ith  r esp ect to b or der  entr y  &  ex it m anag em ent,  all p assp or t issu ing  offices and 
b or der  
insp ection sites h av e im p lem ented com p u ter -b ased m anag em ent

W h en it com es to T r affic m anag em ent,  infor m ation of ov er  3 0  m illion v eh icles and 
ab ou t 
7 0 0 0  dr iv er s is m anag em ent in com p u ter  and is av ailab le on I nter net th r ou g h ou t 
th e cou ntr y  .

C urren t Situa tion  of I n form a tion  Sys tem :
A p p lica tion  Sys tem
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1. F oreign-rel ated I nf orm ation M anagem ent S y stem
2 . Taiw anese E ntry  I nf o rm atio n M anagem ent S y s tem
3 . C rim inal  I nf o rm atio n M anagem ent S y s tem
4 . P op ul ation I nf o rm atio n M anagem ent S y s tem
5 . Gov ernm ent I nsurance I nf o rm atio n M anagem ent S y s tem
6 . C om p uter-b ased P ortrait C om b ination S y stem  
7 . F ire S tatistic I nf orm ation S y stem
8 . R oad Traf f ic A ccidents I nf o rm atio n M anagem ent S y s tem

C urren t Situa tion  of I n form a tion  Sys tem :  
A p p lica tion  Sys tem  
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C rim in a l I n form a tion  C en ter
3  L evels :  M in is try,  Provin ce a n d  C ity
Stolen  or R obbed  vehicles
E s ca p ed  crim in a ls
Stolen ,  robbed  or m is s in g  g un s  

C urren t Situa tion  of 
I n form a tion  Sys tem :  C C I C
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• On lin e E s ca p ed  C rim in a l Purs uin g
• On lin e a n ti-hum a n  tra ffick in g
• R em ote F in g erp rin t com p a ris on
• B a llis tic V erifica tion  
• I m a g e R ecog n ition  
• D N A  Q uery

C urren t Situa tion  of I n form a tion  Sys tem :  
On lin e A p p lica tion s



474747Cisco ConfidentialCisco Systems,  Inc. Confidential© 2 0 0 2 ,   C i s c o  S y s t e m s ,   I n c .  A l l  r i g h t s  r e s e r v e d .

• Compatibility 
• D e v e lopme n t
• Q u ality 
A s s u r an c e

C is co’s  Op p ortun ities
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1 . Org a n iz a tion a l Structure
2 . PS Services  &  Police R eform
3 . I n form a tion  &  C om m un ica tion  Sta tus
4 . T he G old en  Shield  Proj ect
5 . C ha llen g es  of the I n d us try

A g en d a
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N a tion a l Public Security “T he G old en  Shield  
Proj ect” Office L ea d er W ork in g  M eetin g  [ Q u otes 
fr om G ov er nment g oals]

16 th J ul y
C hunw ang J ia
E n’tao Zhu:  
Treat inf orm ation sy stem  construction f or p ub l ic security  as a 
strategic and com p rehensiv e w ork
D riv e high-l ev el  p l anning and high standard construction of  
“The Gol den S hiel d P roj ect”
E nhance high-l ev el  scientif ic w orkf orce dev el op m ent and 
training on inf orm ation ap p l ications f or p ol icem en
R unsen L i
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C ha ra cteris tics  of Public Security Sys tem :   
T he G old en  Shield  Proj ect

• U nified leadership,  centraliz ed planning,  consistent 
standard and phased im plem entation

• Phase I ( 2 0 0 1 -2 0 0 3 ) ,  Phase II ( 2 0 0 4 -2 0 0 5 )  
1 . F ocus on “A pplication” and “Benefit”
2 . U nderly ing w ork s first
3 . Insist on Innov ation

A pplication as soul and netw ork  as foundation
D igitaliz ation and netw ork ing represent future direction 

of security  protection products
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F ea tures  of Public Security I n d us try:  T he 
G old en  Shield  Proj ect

1 . I n form a tion  N etwork
2 . A p p lica tion  Sys tem
3 . Sta n d a rd  Sp ecifica tion  Sys tem
4 . Sa fety C on trol Sys tem
5 . Op era tion  M a n a g em en t Sys tem
6 . Public N etwork  I n form a tion  
Security M on itor Sys tem
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T he G olden S hield Project:  Inform ation N etw ork

• S tage 1 P roj ect:  A l l  p ub l ic security  organs at p ref ecture l ev el  
or ab ov e,5 0 %  p ub l ic  s ec urity  o rgans  at county  l ev el ,  10 %  
grassroots p ub l ic security  units ( div ision, station, b rigade)  
and 4 0 %  grassroots units w il l  b e av ail ab l e w ith dial -up  
netw orking.  

• S tage 2  P roj ect:  I t is ex p ected that 9 8 %  p ub l ic  s ec urity  o rgans  
at c o unty  l ev el  and  40 %  gras s ro o ts  p ub l ic  s ec urity  units  w il l  b e
av ail ab l e w ith  l eas ed  c irc uit c o nnec tio n,  ano ther 2 %  p ub l ic  s ec urity  
o rgans  and  6 0 %  gras s ro o ts  units  w il l  al s o  b e av ail ab l e w ith d ial -up  
netw o rk ing.
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T he G olden S hield Project:  A pplication S y stem

• S tag e 1  P r oj ect:
P op u lation I nfor m ation M anag em ent S y stem
Cr im inal I nv estig ation I nfor m ation S y stem
E ntr y  &  E x it A dm inistr ation I nfor m ation S y stem
W atch  &  Contr ol I nfor m ation S y stem
T r affic M anag em ent I nfor m ation S y stem
D r u g  P r oh ib ition I nfor m ation S y stem
O ffice I nfor m ation M anag em ent S y stem
N ational P u b lic S ecu r ity  Q u ick  S ear ch  Com p r eh ensiv e I nfor m ation S y stem
(inclu ding  Ch ina Cr im inal I nfor m ation Center )

P u b lic S ecu r ity  Com m anding  Center
M ob ile Com m u nication Com m anding  &  D isp atch ing  S y stem
P u b liciz e M o b il e E nd  G r adu ally
S ecu r ity  V ideoconfer ence and M aj or  &  K ey  Cr im inal Cases Coor dinating  Confer ence
R em ote P u b lic S ecu r ity  S er v ice T r aining  &  T each ing  S y stem

N ational P u b lic I nfor m ation N etw or k  S ecu r ity  Contr ol Center
• S tag e 2  P r oj ect:  O th er  p u b lic secu r ity  ser v ice ap p lication sy stem s,  r ealiz ing  th e sh ar ing  

of ser v ice infor m ation r eg ar ding  national p u b lic secu r ity  or g ans’ ser v ices
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T he G olden S hield Project:  S tandard S pecification S y stem

• C o d ing S tand ard s  f o r T erm ino l o gies  &  V o c ab ul aries ,  etc .
• S tand ard s  f o r I nf o rm atio n P ro c es s ing and  E x c hanging
• S tand ard s  R egard ing D ata C o m m unic atio n Netw o rk
• S tand ard s  f o r R el iab il ity  &  M aintainab il ity
• S tand ard s  f o r S af ety  &  E l ec tro m agnetic  C o m p atib il ity
• S tand ard s  f o r E ngineering &  Q ual ity  C o ntro l
• P ub l ic  S ec urity  S erv ic e P ro c es s ing P ro c es s
• R es p o ns e T im e f o r I nq uiry  L o g-o n
T o tal  o f  12 7 2  item s
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T he G olden S hield Project:  S afety  C ontrol S y stem

• S tage 1 P ro jec t:  E s tab l is h s truc tural  m o d el  o f  engineering s ec urity  
s y s tem ”

• T ak e s ec urity ,  p erf o rm anc e,  p rac tic al ity ,  c o nv enienc e and  eas y  
m anagem ent,  etc .  into  c o ns id eratio n

• R el iab il ity  ind ic ato r,  f aul t to l eranc e &  f aul t rec o v ery ,  d is as ter 
to l eranc e &  d is as ter rec o v ery

• Netw o rk  s ec urity  &  s y s tem  s ec urity
• S y s tem  s ec urity ,  netw o rk  m anagem ent s ec urity ,  internal  netw o rk  

res o urc e p ro tec tio n,  
• Netw o rk  interc o nnec tio n and  us er ac c es s ,  s ec urity  m anagem ent and

m o nito r,  etc .
• C o m p uter s y s tem  s ec urity ,  P K I  ,   C A  c ertif ic atio n
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T he G olden S hield Project:  O peration Managem ent S y stem

• O p e r a t i o n  m e c h a n i s m
• M a n a g e m e n t  M o d e
• R u l e s  a n d  R e g u l a t i o n s
• T e c h n i c a l  S t a n d a r d s  &  S p e c i f i c a t i o n s
• T a l e n t  C u l t i v a t i o n
• R e l a t e d  T e c h n i c a l  S y s t e m s
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T he G olden S hield Project:  
Public N etw ork  Inform ation S ecurity  Monitor S y stem

• S t o p  t h e  n e t w o r k -r e l a t e d  c r i m e s

• G u a r a n t e e  t h e  s e c u r i t y  a n d  s e r v i c e s  o f  
p u b l i c  n e t w o r k

• C o m b a t  “F a l u n G o n g ” e v i l  r e l i g i o n  a n d  
o t h e r  h o s t i l e s

[ No te:  S tatem ent o f  G o v ernm ent go al s  f ro m  s p eec h go v ernm ent o f f ic al
L i R uns en]
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• H ig h s ta rtin g  p oin t p la n n in g
• H ig h s ta n d a rd  con s truction
• T echn ica l tra in in g
• Security,  op era tion a l 
m a in ten a n ce

C is co Op p ortun ities
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1 . Org a n iz a tion a l Structure
2 . PS Services  &  Police R eform
3 . I n form a tion  &  C om m un ica tion  Sta tus
4 . T he G old en  Shield  Proj ect
5 . C ha llen g es  of the I n d us try

A g en d a
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1 . C hallenge from  new  econom ic era
2 . C hallenge from  sy stem  shift &  society  transition
3 . C hallenge from  entry  of W T O
4 . C hallenge from  “w esterniz e”,  “D ifferentiation”
5 . C hallenge from  transition from  rule of m an to rule 

of law
6 . C hallenge from  w orld police affair rev olution
7 . C hallenge from  the 4 th C rim inal Peak  in C hina
8 . C hallenge from  relationship betw een police and 

other people

C ha llen g es  F a cin g  Public Security Org a n s



616161Cisco ConfidentialCisco Systems,  Inc. Confidential© 2 0 0 2 ,   C i s c o  S y s t e m s ,   I n c .  A l l  r i g h t s  r e s e r v e d .

• I n s ufficien t p olice s tren g th
• I n crea s e of floa tin g  p op ula tion  &  
un em p loym en t p op ula tion
• H ig h-tech crim es
• C ha llen g e from  en try of W T O

C ha llen g es  F a cin g  Public Security Org a n s
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1 . 6  m illion policem en,  accounting for 1 1 / 1 0 0 0 0 ,  
w hich is 3 5 / 1 0 0 0 0  in dev eloped countries

Police strength of institution:  6 6 . 5 ����
Police strength of grassroots unit:  3 3 . 5 ����

1 . G ain police strength from  science &  
technology

2 . G ain police strength from  q uality  
im prov em ent

3 . G ain police strength from  m anagem ent
4 . G ain police strength from  renov ation

C hallenges F acing Public S ecurity  O rgans:
Insufficient Police S trength
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• S eparate reigns in different sectors
• Mobile case handling
• Prev ention &  control sy stem  of public security
• C om m unity  police affairs
• U rban em ergency  responding center

G a i n  P o l i c e  S t r e n g t h  f r o m  S c i e n c e  &  T e c h n o l o g y :  
C h a l l e n g e  f r o m  i n f o r m a t i o n  c o m m u n i c a t i o n  s e c t o r
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• 1 1 0  p olice ca r,  1 1 0  em erg en cy 
p olice a ffa ir ca r

• Prowl ca r ( 1 1 0 ,  1 2 2 )  
• I n cid en t ha n d lin g  ca r
• E m erg en cy com m un ica tion  ca r
• C om m a n d in g  &  d is p a tchin g  ca r

M obile ca s e ha n d lin g
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• Beijing,  S hanghai,  G uangz ho u,  S henz hen,  C hangs ha,  X iam en
• C D P D  c o m p ris es  3 p arts :  eq uip m ent to  b e p ro v id ed  b y  L uc ent

M o b il e D ata Bas e S tatio n ( M D BS )  
M o b il e D ata I nterm ed iate S y s tem  ( M D I S )  
M o b il e E nd  S y s tem  ( M E S )  

T C P /I P -b as ed
19 . 2 K ,  ab o ut 10 k  ac tual  trans m is s io n rate
A l l o w s  f o r a trans m is s io n rate o f  m o re than 10 0 k m /h
A c c es s  air l ink  b y  m eans  o f  D S M A /C D
T erm inal  interf ac e:  R S 2 32 ,   P C M C I A  
P erm anent p o p ul atio n,  tem p o rary  p o p ul atio n and  w and er aw ay  

p o p ul atio n
D riv ers ,  m o to r v ehic l es ,  l o s t v ehic l es ,  c rim inal  at l arge
Beijing:  m o re than 40 0  iP A Q s 10  tho us and  y uan/s et 6 0 0 0 + 40 0 0  ( c ard )  

C D PD
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SG SN :  Ser v ing G P R S su p p or t node
G G SN :  G atew ay G P R S su p p or t node
P CU :  P ack et Contr ol U nits
Sp eed is 1 5 0 K b p s, 1 5  times faster  th an G SM ’s 9 .6 K b p s
N ow :  actu ally ab ou t 4 0 K
G P R S ap p lication of th e p u b lic secu r ity system - " G P R S-p olice"  
B y th e u se of p or tab le " -p olice,"  th e p u b lic secu r ity p er sonnel 
can easily sear ch  for  v ar iou s typ es of infor mation, th u s g r eatly imp r ov e w or k  efficiency. 

B eij ing :  P atr ols can u se M 3 88 p h one or  P D A , and do su sp iciou s-p er son ch eck  at th e same time
u sing  a mob ile p h one th r ou g h  G P R S netw or k  connected to th e netw or k  of p u b lic secu r ity, 
F ind su sp icion' s infor mation at site. 
T r affic p olice u se mob ile p h ones or  h andsets to connect to th e sp ecific G P R S netw or k  
E nter  license p lates, eng ine, dr iv ing  nu mb er  
th en ch eck  ou t th e illeg al op er ation of v eh icles;  
Coming  to dr iv er s of th e v iolation, T r affic p olice can g iv e p u nish ment b ill immediately 
A nd look  for  a dr iv er ' s v iolation h istor y  at th e time.
3 G :  D ynamic 3 84  K , static 2  M  

G PR S
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D ata trans f er rate:  15 0 K   at l eas t tw o  tim es  f as ter than G P R S  

D ata s ec urity :  m il itary  tec hno l o gy ,  
a high d egree o f  c o nf id ential ity  al go rithm  

D ata trans f er c o s ts :  util iz atio n o f  the s p ec trum  is  p ro b ab l y  
m o re than s ix  tim es  o f  G P R S ,  
the b as e s tatio n s ignal  c o v erage is  o v er 3 to  4 tim es  o f  G P R S

o rd er m o v ies  o r p o s itio ning s erv ic es  w ith ac c urac y  o f  5 -10  m eters

C D M A  1 X C D M A  1 X  ( s p rea d in g  ra te of 1 )
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S hanghai T E T R A :  7 . 2  K ,  the net rate o f  3 K  
16  b as e s tatio ns ,  ex p and  8 ,  c o v ering to  s k irt area 
Beijing:  
35 0 M  M o b il e C o m m unic atio n S y s tem  
8 0 0 M  s im ul atio n c l us ter s y s tem  
M o b il e D ata:  No  hand hel d  s tatio n 
A ir 19 . 2  K ,  auto m o tiv e p l atf o rm  9 . 6  K  ( R S 2 32 )  

C lus ter:  T E T R A  a n d  M obile D a ta
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• 1 1 0 ,  1 1 9 ,  1 2 2
• 1 2 0 ,  9 9 9
• E l ec tric  w ater gas sy stem  rep air 
• E m ergenc y  rel ief 
• M ay or H otl ine 

C ity E m erg en cy C en ter 
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• M P L S  V P N
• W L A N / M obile  R ou te r
• I P T / I P CC
• I P  V id e o  ( M u ltic as t/ Q oS )  
• E-L e ar n in g

C is co Op p ortun ities
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• T ra ffic m a n a g em en t Sys tem  
• D river G uid in g  Sys tem  
• A utom obile C on trol Sys tem  
•Public T ra n s p ort Sys tem  
• R oa d  T ra n s p ort Sys tem  
• C om m ercia l V ehicle Op era tin g  Sys tem  

I T S I n tellig en t T ra n s p orta tion  Sys tem s
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• G ua n g z hou 
•Shen z hen  
• Q in g d a o 
• J i’n a n
•Sha n g ha i 
• B eij in g
• Z hon g s ha n

I T S
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• S afety :  R educing traffic accidents and property  loss

• E conom ic Benefits:  E nsuring trav el tim e punctuality

• E nv ironm ental Protection and R educing E nergy  
C onsum ption

I T S
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T h r ee netw or k s,  nam ely  Cab le,  W ir eless and Com p u ter  Com m u nication
A nd inter connected at th e com m u nication center  

Cab le N etw or k   
I t com p r ises 2 nd r ing  and 3 r d r ing  T V  m onitor ing  sy stem ,  sig nal contr ol sy stem  and 

com p r eh ensiv e data com m u nication sy stem ,  2 0 0 0  sp ecial electr ic sw itch  
sy stem  and 1 2 2  alar m ing  sy stem ,  totaling  2 1 0 0  p air s of cor e-K M  op tical fib er ;  

W ir eless N etw or k   
I t com p r ises 2 8  ch annels and 4 5 0  and 8 0 0 M  w ir eless clu ster  com m u nication sy stem  

cov er ing  th e u r b an and su b u r b  ar eas of B eij ing .  T h e ter m inals of th e netw or k  
inclu des sev er al th ou sands of r adios,  6 0  v eh icle-car r y ing  com p u ter s and 3 0 0  
G P S  p olice v eh icle.  

Com p u ter  N etw or k  :  
I t cov er s 1 8 6  nodes distr ib u ted in 1 8  cou nties and distr icts of B eij ing  and m or e th an 

1 3 2 6  netw or k ed com p u ter s,  and 3 2 1 4  fix ed and p or tab le im p r inter s,  it r ealiz es 
th e netw or k ing  of infor m ation center ,  tr affic p olice sq u ad and du ty  sq u ad at 
th r ee lev el netw or k s,  and adop t op tical fib er ,  D D N  and I S D N / P S T N and oth er  
com m u nication m eans in accor dance w ith  th e v olu m e of b u siness data. .  

B eij in g  :  T ra ffic M a n a g em en t 
C om p rehen s ive I n form a tion  Sys tem
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I nsp ect th e loop s,  T V  m onitor ing ,  m icr ow av e detection and fr eq u ency  
detection

1 4 0 0  r ing -sh ap ed loop  detector  ar e set at 2 4 0  r oad cr osses in B eij ing  for  
insp ecting  th e v eh icle flow  and sp eed.  

1 5 5  sets of m icr ow av e detection eq u ip m ents ar e installed at th e 2 nd-r ing  and 
3 r d-r ing  r oad to detect th e tr affic flow  data of 1 0 5  sections:  flow ,
occu p ation r ate,  sp eed,  tr av elling  tim e and delay .

M or e th an 1 6 0  sets of T V  m onitor ing  sy stem s ar e installed w ith in th e 4 th  –r ing  
r oads of B eij ing  for  cap tu r ing  r eal-tim e r oad conditions.

O nce th er e ar e tr affic cong estion,  accident,  tr ou b led v eh icles,  secu r ity  
incident and oth er  accidents,  th e infor m ation can b e com m u nicated to th e 
com m and center  th r ou g h  fiv e ch annels at least. ��������

F ir st,  th r ou g h  tr affic contr ol sig nal sy stem ,  
S econd,  th r ou g h  T V  m onitor ing  cam er as;  
T h ir d,  th r ou g h  m icr ow av e detector ;  
F ou r th ,  th r ou g h  p atr ol p olice;  
F ifth ,  th r ou g h  “1 2 2 ” tr affic em er g ency  p h one r ep or ting  sy stem ��������

B eij in g  :  R oa d  C on d ition  I n form a tion  
C ollection
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• T raffic C om m and S y stem
• T raffic T V  Monitoring S y stem
• A uto-im age-capture S y stem  of T raffic R ules-
break ings 
• T raffic-lights C ontrol S y stem
• T raffic G uiding S y stem
• T raffic Inform ation Inq uiry  S y stem
• T raffic C om m unication S y stem
• D riv er’s IC  C ard Managem ent S y stem
W ireless Interphone ( 3 5 0  MB)

X ia n g fa n C ity Public Security 
T ra ffic C om m a n d  C en ter
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T ra ffic M a n a g em en t I n form a tion  Sys tem

• D etection S y stem  for R ules-break ing A ctiv ities
• E nforcem ent S y stem ( E nforcem ent S tation)  
• A nnual Inspection S y stem
• Park ing S y stem
• O ff-site Penalty  S y stem
• V ehicle-related A ffairs S y stem  ( V ehicle 
A dm inistration O ffice)  
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T ra ffic Police

1 . On Du ty  U rb an H igh w ay  P ol ic e
2 . H igh w ay  P atrol m en
3 . T raffic  A c c id ents P ol ic e
4 . P ol ic e for V eh ic l e M anagem ent
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S pecial S erv ice,  S pecial T raffic Managem ent S erv ice
R oute T raffic Police
F ield T raffic Police
S tationed T raffic Police

H ig hwa y T ra ffic Police
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H ig hwa y Pa trolm en

H i g h w a y  p a t r o l  s q u a d r o n / 3 0 K m ,   > 10
m e m b e r s
F r e e w a y  T r a f f i c  p o l i c e g r o u p / 4 0 -6 0 K m ,   > 4 0  
m e m b e r s
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T ra ffic Sig n a l C on trol T echn olog ies

Point control:  
T im ed control,  induction-based signal 
control
L ine control:  G reen w av e control
A rea control:  R egional control,  and 
coordinated netw ork  control
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T ra ffic M a n a g em en t T echn olog ies
• R ad ar s p eed -m eter:  

R adar  sp eed measu r ing  &  p h otog r ap h ing  system
P or tab le r adar  g u n for  sp eed measu r ing

• A l c o ho l  d etec tio n
• R ed  l ight p ho to grap hing:  e-p o l ic e 
• V ehic l e auto m atic  m o nito ring s y s tem

Sp eeding  v eh icles
V eh icles p assing  th r ou g h  k ey sections of r oad

• D is tanc e m eas uring &  p ho to grap hing at the s c ene o f  
traf f ic  ac c id ents
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V id eo-ba s ed  T ra ffic M on itorin g
A nal og
D igital
P rof essional  v ideo q ual ity :  3 M , 2 5 -f ram e, 7 2 0 * 5 7 6   
( b ig screen)  
D esktop  v ideo q ual ity :  1. 5 M ,  2 5 -f ram e, 7 2 0 * 2 8 8   
( V ideo-on-D em and f or internal  staf f )  
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Police’s  L a w E n forcem en t I n form a tion

1. I nv es tigatio n w o rk  
inf o rm atio n

2 . S ec urity  w o rk  inf o rm atio n
3. Bo rd er c o ntro l  w o rk  

inf o rm atio n
4. S ec urity  m anagem ent 

inf o rm atio n
5 . C ity  s ec urity  inf o rm atio n
6 . G ras s -ro o t P S  

o rganiz atio n’s  
inf o rm atio n

7 . P re-interro gatio n &  
c us to d y  w o rk  inf o rm atio n

8 . Firef ighting s up erv is io n 
w o rk  inf o rm atio n

9 . P S  p ub l ic ity  w o rk  
inf o rm atio n

10 . P S  ind us try  inf o rm atio n
11. I nf o rm atio n o n the 

d ev el o p m ent o f  the 
l ead ers hip  team

12 . I nf o rm atio n o n P S  s c ienc e 
and  tec hno l o gy  res earc h

13. I nf o rm atio n o n I T  res earc h
14. I nf o rm atio n o n P S  

ed uc atio n
15 . I nf o rm atio n o n s ec urity  

w o rk  s tatus
16 . O ther inf o rm atio n



858585Cisco ConfidentialCisco Systems,  Inc. Confidential© 2 0 0 2 ,   C i s c o  S y s t e m s ,   I n c .  A l l  r i g h t s  r e s e r v e d .

“B o r d e r  c h e c k ”:  E n t r y  &  e x i t  b o r d e r  c h e c k
T h e  p o r t s  o p e n e d  u p  t o  t h e  o u t s i d e ,  s u c h  a s  t h e  h a r b o r s ,  a i r  p o r t s ,  s t a t i o n s ,  a n d  b o r d e r  p a s s a g e s
B o r d e r  c h e c k  a u t h o r i t i e s  l o c a t e d  i n  t h e  o p e n e d  u p  p o r t s ( k n o w n  a s  “t h e  f r o n t l i n e ” f o r  s h o r t )
M a i n  t a s k  i s  t o  “m a n a g e  p e o p l e ”,  t o  c h e c k  t h e  p a s s p o r t s ,  I D s ,  a n d  v i s a s  o f  p e o p l e  e n t e r i n g  o r  l e a v i n g  t h e  C h i n e s e  b o r d e r ;  t o  m o n i t o r  
&  p r o t e c t  t h e  t r a n s p o r t a t i o n  t o o l s ;  a n d  t o  c h e c k  t h e  t r a n s p o r t a t i o n  t o o l s  &  l u g g a g e  i f  n e c e s s a r y   
S p e c i f i c  w o r k  i s  m a n a g e d  b y  d i f f e r e n t  b o r d e r  c h e c k  s t a t i o n s .  
B o r d e r  c h e c k  p o l i c e  a n d  b o r d e r  c o n t r o l  m i l i t a r y  o f f i c e r s
“C u s t o m s ”:  “M a n a g i n g  m a t e r i a l s ”,  t h e  o f f i c e s  o f  t h e  G e n e r a l  A d m i n i s t r a t i o n  o f  C u s t o m s  i n  e a c h  o p e n e d  u p  p o r t
B o r d e r  b r i g a d e s ,  b o r d e r  c h e c k  s t a t i o n s ,  b o r d e r  w o r k s t a t i o n s ,  a n d  b o r d e r  p o l i c e  s t a t i o n s
B o r d e r  c h e c k  &  c u s t o m s  o p e r a t e  t o g e t h e r  i n  t h e  s a m e  p o r t s ;  w h e n  t h e r e  i s  a  b o r d e r  c h e c k  s t a t i o n ,  t h e r e  i s  a  c u s t o m s  o f f i c e ;  a n d  
v i c e  v e r s a
“S p e c i a l  c h e c k ”:  C h e c k  i n  s p e c i a l  e c o n o m i c  z o n e s
T h e  a d m i n i s t r a t i o n  l i n e  o f  s p e c i a l  e c o n o m i c  z o n e s ( k n o w n  a s  t h e  “s e c o n d  l i n e ” f o r  s h o r t )  
“B o r d e r  P a s s  o f  t h e  P e o p l e ’s  R e p u b l i c  o f  C h i n a ” ( o r  “B o r d e r  P a s s ” f o r  s h o r t )  
T h e  s p e c i f i c  o p e r a t i o n s  a r e  t h e  d u t i e s  o f   t h e  c h e c k  s t a t i o n s  o f s p e c i a l  e c o n o m i c  z o n e s ( t h e  c h e c k  s t a t i o n  o f  t h e  S h e n z h e n  S p e c i a l  
E c o n o m i c  Z o n e  a n d  t h e  c h e c k  s t a t i o n  o f  t h e  Z h u h a i  S p e c i a l  E c o n o m i c  Z o n e ) .  
“S h e n z h e n  E n t r y  &  E x i t  B o r d e r  C h e c k  S t a t i o n ”,  m a n a g e s  e i g h t  e n t r y  &  e x i t  b o r d e r  c h e c k  s u b -s t a t i o n s  a t  L u o h u ,  H u a n g g a n g ,  
S h e k o u ,  W e n j i n d o u ,  A i r p o r t ,  S h a t o u j i a o ,  a n d  S u n g a n g  r e s p e c t i v e l y ,  r e p o r t s  t o  t h e  E n t r y  &  E x i t  A d m i n i s t r a t i o n  B u r e a u  o f  t h e  M i n i s t r y  
o f  P u b l i c  S e c u r i t y ,  a n d  a l l  t h e  s t a f f  m e m b e r s  a r e  p r o f e s s i o n a l  p o l i c e  o f f i c e r s .
B u t  t h e  c h e c k  s t a t i o n  o f  t h e  S h e n z h e n  S p e c i a l  E c o n o m i c  Z o n e  s t i l l  r e m a i n s  p a r t  o f  t h e  a r m e d  p o l i c e  s y s t e m ,  a n d  i s  s t i l l  u n d e r  t h e  
l e a d e r s h i p  o f  t h e  B o r d e r  C o n t r o l  B u r e a u  o f  t h e  G u a n g d o n g  P r o v i n c i a l  P u b l i c  S e c u r i t y  B u r e a u
T h e  b o r d e r  c h e c k  o f f i c e r s  i n  S h e n z h e n  w e a r  t h e  u n i f o r m  o f  P u b l i c S e c u r i t y ,  b u t  t h e  s p e c i a l  c h e c k  o f f i c e r s  i n  S h e n z h e n  w e a r  t h e  
u n i f o r m  o f  t h e  a r m e d  p o l i c e

B ord er C heck ,  C us tom s ,  Sp ecia l C heck
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• T r ace insp ection:  fing er p r ints, footp r ints, tr aces of tools, and tr aces of g u ns 
&  b u llets
• D ocu ment insp ection
• M icr o-mater ial ev idences
• F or ensics
• T ox ics &  nar cotics insp ection
• Cr iminal imag ing  tech nolog ies
• A u dio &  v ideo insp ection
• P olice dog s
• Cr iminal intellig ence
• Identification &  p r ev ention of comp u ter  cr imes
• J u dicial ex p er t testimony of mental disor der s
• J u dicial accou nting  &  testimony
• O th er s:   P sych olog ical test, and mesmer iz ing  tech nolog ies

C rim in a l I n ves tig a tion  T echn olog ies
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A u g  1 5 , 2 0 0 2
T h e Su p r eme P eop le' s P r ocu r ator ate, th e M inistr y of P u b lic Secu r ity,  th e 
J u stice D ep ar tment h eld th e N ational netw or k -b ased manag ement and dynamic 
monitor ing  on-site confer ence
Cu r r ently, th e effor ts to r ealiz e netw or k -b ased manag ement and r eal-time 
monitor ing  of p r isons &  j ails ar e g oing  for w ar d in fu ll steam in B eij ing , Z h ej iang , 
H eilong j iang , and J iang su .
B y connecting  w ith  th e infor mation system netw or k s of th e p r isons &  j ails, th e 
p r ocu r ator ate au th or ities can r ealiz e th e r eal-time and dynamic 2 4  X  7  
su p er v ision each  day, and can find ou t th e detention p er iod of a p ar ticu lar  
inmate in adv ance th r ou g h  th e system, so as to r emind p olice officer s in ch ar g e 
to p r ev ent and r emedy cases of ov er  detention
T h e p r actice of netw or k -b ased manag ement and dynamic monitor ing  w ill b e 
g r adu ally adop ted b y p r isons and j ails in differ ent lev el ar ou nd th e cou ntr y, in 
an effor t to r ealiz e netw or k -b ased manag ement and monitor ing  of p r isons &  
j ails acr oss th e cou ntr y in th e sh or test time p ossib le.  

“N e t w o r k e d ” P r i s o n s  &  J a i l s
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W h en a su sp ect is tr ansfer r ed to a j ail, h is/ h er  infor mation w ill b e tr ansfer r ed to th e 
manag ement infor mation system of th e j ail in r eal time fr om th e comp u ter  system of th e 
cr iminal inv estig ation au th or ity. T h e officer  in ch ar g e can enter  th e ID  nu mb er  of th e 
su sp ect into th e system, w h ich  w ill ex tr act th e p er sonal infor mation and case infor mation 
of th e su sp ect fr om th e p op u lation infor mation system and th e cr iminal inv estig ation 
infor mation system au tomatically, and comp ar e th e infor mation w ith  th e M inistr y of 
P u b lic Secu r ity’s datab ase of cr iminals on th e r u n;  if th e su sp ect is su ch  a cr iminal on th e 
r u n, th e system w ill g iv e ou t an alar m. 
T h e su sp ect w ill b e tr ansfer r ed to th e tr ansitional j ail r oom, and v ar iou s activ ities of 
h im/ h er  w ill b e tr ack ed and r ecor ded dynamically th r ou g h  th e manag ement infor mation 
system of th e j ail. 
A fter  th e conclu sion of th e cr iminal inv estig ation stag e, if th e su sp ect is to b e r eleased 
w ith ou t b eing  conv icted, th e system w ill au tomatically tr ansfer  th e case infor mation to 
th e local p olice station of th e ar ea w h er e th e su sp ect r esides. T h u s, a close loop  is 
for med fr om th e p oint th e su sp ect enter s th e j ail to th e p oint h e/ sh e leav es th e j ail. T h e 
case infor mation is tr ansmitted au tomatically on th e netw or k  in r eal time, th e leg al 
docu ments ar e p r inted au tomatically, and th e infor mation is u p dated and sav ed 
au tomatically, to for m a comp lete and standar d infor mation flow .

“N etwork ed ” Pris on s  &  J a ils
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• P eop l e inv ol v ed in crim inal  activ ities in Beij ing:  ov er 6 0 %  
are m igrant p op ul ation
• H otel s, guesthouses, and rented houses

M a n a g em en t of M ig ra n t Pop ula tion
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Bai, J ingf u
A ugust 15
P rison &  J ail  M anagem ent I nf orm ation S y stem
S triv e to real ize netw ork-b ased m anagem ent of  p risons and 
j ail s across the country  in tw o to three y ears
R eal ize the sharing of  inf orm ation on inm ates across regions 
and am ong dif f erent ty p es of  p ol ice

N ational C onference of L eaders in C harge of Prisons &  
J ails from  Prov incial PS  Bureaus


